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Radialpoint Fraud Protection Service

The Radialpoint Fraud Protection Service helps Internet Service Providers (ISPs) protect their
users from online fraud. Unlike other tools, Radialpoint’s service proactively blocks access to
fraudulent Web sites commonly known as ‘Phishing’ sites. These sites resemble and misrepre-

sent themselves as Web sites of legitimate companies.

Market Need

Identity theft has received much media attention in recent months
as the number of attacks has grown. Statistics confirm that fraud-
ulent criminal campaigns through email, Instant Messaging (IM),
blogs and web hijacking techniques are on the rise and are a
leading threat to internet users.

A great majority of Internet users are confused and concerned
about identity theft and are looking for ways to defend them-
selves. To date, the lack of consumer education and ineffective
tools have been to blame for the increasing threats.

ISP Opportunity

Differientate your offering and increase loyalty

Few solutions on the market today proactively protect users from
fraud: address these emerging threats and demonstrate leader-
ship for subscriber’s safety by incorporating fraud protection into
your security offering. Increase customer loyalty and satisfaction
with your brand through subscriber education and by positioning
your security offering as the most advanced and effective solution
available.

Increase revenue, market share and retention rates
As with all online security issues, consumers tend to look towards
their Internet Service Provider (ISP) for protection. By offering an
optimal solution for this growing market, ISP’s benefit from addi-
tional revenue, increased market share and subscriber trust lead-
ing to stronger retention rates and a higher propensity for users
to subscribe to additional Value Added Services.
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» Fraud Protection market estimated at US$ 880
Million by 2008."

» 30 million adults have experienced a phishing
attack.?

» 80% of Internet users are concerned about online
identity theft.®

» 7 times more unique fraudulent sites were detected
in September 2005 compared to September
2004.4

» 12% of all attacks are among ISPs (2nd largest
sector).®

» 28% of the time users are fooled by phishing
emails.®

» 31% of fraudulent sites are hosted in the United
States.”
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What is phishing?

‘Phishing’ is a form of online identity theft. Most often Phishing
makes use of ‘spoofed’ emails claiming to be a trusted institu-
tion that already has the consumer’s personal information. These
emalils typically provide an embedded link that entices users to
click through to their fraudulent Web sites in order to confirm per-
sonal information.

The fraudulent Web sites are designed by ‘hijacking’ brands in
order to impersonate or mirror legitimate web entities. This is ac-
complished in multiple ways including use of genuine images and
text and disguising the URL address bar. The purpose is to con-
vince users to divulge their personal information and then use it
fraudulently to hijack user accounts, make credit card purchases,
duplicate ATM cards and for identity thefts scams.

User Benefits

e Proactively protects subscribers from accessing fraudulent
Web sites,

e Protects subscribers from attacks made through links in ap-
plications such as email and Instant Messaging,

e Ensures the broadest fraud coverage, compiled and updat-
ed in real-time through multiple sources of fraud research.

e Supports a broad range of browsers, Instant Messaging cli-
ents, operating systems and applications.

Each time a user accesses a Web site, the URL is submitted to
Radialpoint’s Fraud Protection server, and is verified against a
continuously updated database of fraudulent URLs. If a Web site
is identified as fraudulent, the URL is then blocked and a warning
message is displayed within the browser indicating the fraudu-
lent nature of the site. The service allows the user to override the
warning by simply entering their password and clicking continue
to visit the Web site.

For more information:

About Radialpoint

Radialpoint is expanding the revenue potential of Internet Service Providers (ISPs) worldwide through its managed ser-
vice and support solutions for the digital home. Radialpoint solutions allow ISPs to take on the role of “IT Manager,” by
providing a fully-integrated suite of services that feature easy to use and effective management and support solutions
designed for consumers. More than 50 million Internet subscribers worldwide have access to software and services
from Radialpoint to protect, optimize and maintain their Internet-connected systems. Radialpoint customers include
the world’s largest service providers, such as BT, Verizon, AT&T, Virgin Media, Bell Canada, Cox Communications and

Sky. Radialpoint has been named one of Canada’s 50 Best Managed Companies, one of Montreal’s Top 15 Employers,
and is a three-time recipient of the Deloitte Technology Fast 50 award for the fastest growing technology companies.

Radialpoint is headquartered in Montreal, Canada, with offices in Boston and Europe. For more information, visit

http://www.radialpoint.com/.
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Should the user believe that a blocked Web site is not fraudu-
lent; they can automatically report the error through the interface.
In addition, users may report suspected fraudulent Web sites to
be included in the Fraud Protection database. In both cases the
URLs will be sent to the Fraud Protection server and their status
will be investigated and updated as needed. Users may also look
back at their own personal log of blocked and visited Web sites
through the service.rules to meet their specific needs.

Competitive Positioning

e Radialpoint’s service proactively blocks access to fraudulent
Web sites,

e Toolbar oriented fraud protection services are not effective.
Over a third of people still get fooled into visiting fraudulent
sites.”

2050 Bleury, Suite 300,

Montreal, Quebec H3A 2J5 Canada

T+1 (866) 286-2636 toll-free (North America)
T+1(514) 286-2636 F+1(514) 286-0558

Minimum System Requirements

Operating System: Windows 7, 32 and 64 bit editions, Windows XP Service Pack 2.
Windows Vista 32 and 64 bit editions;

Performance/memory/disk usage: Windows Vista 32- and 64-bit editions: Must
meet minimum Windows Vista operating system requirements; Windows XP: 300
MHz or faster processor; 256 MB of RAM; 350 MB of available hard disk space;

Display: Resolution: 800 x 600 minimum; Colors: 16-bit (65,535) recommended;

Internet Connection: Modem-based or High-speed connection




