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The Truth About SPIT

VoIP spam looms, but no immediate threat

Kurt Ehy

Surely vou've
heard of Spam for
Internet Telepbo-
ny {SFIT): the no-
torious email m-
sanee, spam, has
been  threaten-
ing to migrate lo phones since the
dawmn of Vol P. But as content filters
and easy deletion have all but made

spam an afterthought for most Tn-
ternet users, the real-time nahure of
SPIT makes it an entirely different

problem altogether.

Baruch Sterman, founder and CEO of
Kayole Nebworks Inc., sums up the major
difference bebween SPIT and spamc "An
email eomes in the middle of the night
and it 51z in yoor inbox, i oo big deal.
But if you get a call in the middle of the
night and it rings your phone, then that's
a big probleam,” Similacky, of vou get an
emai] at work yoo can mead or delete it
whitnevier you want with Hithe disruption
bo vour produectivity, but a fnging phone
demands mone attention.

New Jerssy-headquartered Kayote 15 a
Vol P interconnactivity and interoperabil-
ity services provider thel mesolves isooes
comrmon ta the VolP industey. The com-
pany has been monitoring SPIT for vears
and releswed & while paper detailing a
SPIT Prevention Sccurity Model in Jone
2005 “The threat of SPIT Iooms jost over
thie hvorizon, with the ever growing popi-
larity of VoI F oferings worbdwide provid-
ing an atrective uwser basa at the disposal
of maliciows parties capable of mounting
attacks with minimal resources and ex-
penditure,” neads the report,

Aceording toSterman, the low calling costs
of Internst telephouny makes it attractive

to telemarketers, or "spitters.” With cur-
rent madels indicating that Inkermet tele-
phuny calls will likely be free, the econo-
mies of SPIT will allow telemarketers to
blanket millions of cestomens and make
their money hack if even only a few people
resspened. Bk whide the cost strocture is al-
teady in place, the bk of audience has so
far kept the problem at bay.

“SPIT in general hasn't been & lirge is-
siae,” shyE Jordan Socran, senkor dirsctos
of corporate development at Radiaipoint,
o Montmeal-based brosdband managed

| services provider. Radislpoint works

with 15P% o manage dsruptions caused
by SPIT if they nriss, “We haven't been
getting a lot of calls around SPIT yet,”
hee acids.

Serman assures that SPIT won't be on
the horizon forewer, He concurs that up-
take of Vol P will make the business model
mare attrmctive to spitters, and onos net-
warks start peeting with each other it will
b harder to brack dowm spitters.

Cantent Matters

Sowhat cxactly can be done in the future ko
curtail SPIT? Ome thing is for certain, the
Bight will take place o a differet battle-
ground than the clash with spam. *[SPIT's)
mwch more difficult to detect [than spam]
because there's no conkent,” siys Sterman.
“Bpean filters usually key off woods or pat-

terns, but thats in content 5o you ¢an run
though the content and try and make a
decision. In a Veice over TP aall there's no

| onavtert until the eall has baen answersd,

and then it's alreach too Iate,”

Howeser, Sterman says e are & nun-
ber of calling patterns that can be identi-
tied as potential SPTT calls. These inchude:
a high volurme of calls, Hke 50to 100 calls
an hour from a particular oumber; no-
merous calls of a very short duration; calls
made in sequence, such as 555-110 fol-
krwed by 555-1102; A very low matio of di-
aled ealls to answered calls; ora low ratio
of repent calls bo new ealls. Sterman would
like this type of call pattern information
embedded into calls 5o the end user or the
ferewall of the enterprise receiing Uhe call
will b abhe to make declshons about catl
handling, "We'ne more intenested at this
pofut in e method of tramsferring U in-
formation than we are about the informa-
tion itself,” says Stermian.

Corrently, other methods of SPIT preven-
tion such as identifying callers before an-
wwering are nof effective: Sterman s
caller LD fiebds can be configured by any-
one with a litils bit of cxperience b repre-
sent amy number, Although Sterman adds
that other identifization methods such as
belonging to a social network will help
peapde know which calls can be trssted,

In the end, if spitting poours as often as
siarn end phones are Anging off the hook,
sorme Bype of comprehensive solubion will
e needed. Sterman says network opera-
tors should start looking to m el
even hagic SPTT solutions mow.



